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Abstract

Advanced Encryption Standard (AES) is one of the most popular cryptographic
algorithms using variable-length symmetric keys for block encryption and decryption.
FPGA-based AES cryptographic design combines the high-security advantages of the
AES standard with the outstanding reprogrammability and parallel processing capability
of FPGA technology. This paper introduces the mathematic principles of the
encryption/decryption process, and the logical structure of the 128-bit AES algorithm. The
whole architecture is then designed using Verilog Hardware Description Language (HDL)
and synthesized on a field-programmable gate array (FPGA) Virtex-5 xcbvIx50-2ff676
platform. The frequency of the encryption module achieves up to 206.083MHz with
1.65Gbps throughput, and the decryption module operates at 202.655MHz frequency and
1.0Gbps throughput.

Keywords: advanced encryption standard (AES), field-programmable gate arrays (FPGA),
cryptography, Verilog.


mailto:m10702809@mail.ntust.edu.tw
mailto:ndmthi@fetel.hcmus.edu.vn

XAY DUNG VA THUC HIEN THUAT TOAN MA HOA NANG CAO
AES-128bits (SINGLE-CHIP CRYPTO) TREN FPGA XILINX KIT

Nguyén My Qm’1 Nguyén Duy Manh T hi?
'Khoa K§ thuat Pién tir va May tinh
Pai hoc Khoa hoc va Cong nghé Qudc gia Dai loan
’Khoa Pién Tt Vién Thong
Truong Pai hoc Khoa hoc Ty Nhién, PHQG-HCM
m10702809@mail.ntust.edu.tw, ndmthi@fetel.hcmus.edu.vn

Tém tit

Tiéu chuin mé hoa nang cao Advanced Encryption Standard (AES) 1a mdt trong
nhitng thuat toan ma hoa phd bién nhit st dung khoa ma déi ximg dé ma hoa va giai ma
khdi v6i cac do dai khoa da dang. Thiét ké chip ma hoa AES trén nén cong nghé FPGA la
giai phap két hop uu diém bao mat cao ctia chuan AES v&i kha ning tai 1ap trinh vuot troi
va kha niang xur 1y song song cuia cong nghé FPGA. Bai bao nay gi6i thiéu nguyén tic toan
hoc, qué trinh ma héa va giai ma, va kién tric logic cta thuat toan AES 128 bits. Sau d6
toan bo kién tric duoc thiét ké sir dung ngdn ngit mo ta phan cimg Verilog (HDL) va tong
hop trén kit FPGA Xilinx Virtex-5 XC5VLX50-2FF676. Tan sb cua khdi module ma hoa
dat dugc 1én dén 206,083 Mhz vé6i thong lugng 1,65Gbps va module giai ma tuong tng
hoat dong & tan s6 1a 202,655 MHz va thong luong 1,0Gbps.
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