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Tém tit

Bai bao trinh bay két qua xdy dung va thiét ké hé thong bao mat dua trén Root-of-
Trust va Keystone Enclave. Hé thong tan dung vu diém cua kién trac RISC-V, trong d6 c6
kién tric bd nhd PMP (Physical Memory Protection), cho phép phan quyén ngudi dung &
Supervisor Mode (S-mode), Machine Mode (M-mode), User Mode (U-mode) sé duoc truy
cap & cac khong gian bo nhé, dam bao tinh bao mat cho cac phan quyén cu thé. Ngoai ra,
bai bao trinh bay qua trinh xac thuc Root-of-Trust & mirc thap trong qua trinh khoi dong
dung thuat toan SHA3 dé bam dir liéu va ED25519 dé ma hoa va ching thyuc. Sau khi chuyén
quyén qua hé diéu hanh, cac goi tin dugc xac thuc va giam sat boi Security Monitor trén
RISC-V. Két qua 1a hé théng dugc viét bfmg ngon ngit C/C++, dugce thuc thi trén bo mach
Si-Five chura chip RISC-V va may tinh dé demo qua trinh bao mat dit liéu. Hé thong c6 thé
mg dung trong bao mat hé thong Internet-of-Things (IoTs), bao mat qua trinh truyén nhan

dir li¢u trong mang tir cadc node, may con dén may chu.
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Abstract

This paper showed the results of building and designing a trusted execution system
based on Root-of-Trust and Keystone Enclave. The system prioritizes RISC-V's architecture
including the advanced memory structure PMP (Protect Physical Memory), allowing users
in Supervision Mode (S- mode), Machine mode (M-mode), User mode (U-mode) can access

to the assigned specific memory pages, ensuring the security of each privilege. In addition,



the Root-of-Trust authentication was implemented at a lower level during the boot process
using the SHA3 algorithm to hash data and ED25519 for encryption and authentication.
After passing permissions to access the operating system, the packets are authenticated and
monitored by Security Monitor on RISC-V. The system was successfully designed on the
Si-Five development board which contains the RISC-V chip and a computer to demonstrate
the operation of the trusted execution system. The system can be applied in secured Internet-
of-Things (IoTs) systems, secured data transmission in the network from nodes, or clients to

SCrvers.
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