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Tém tit

Ngay nay, IoT dang 1a mét trong nhirng linh vuc phat trién manh mé cta cudc cach
mang coéng nghiép 4.0, do d6 né dan dén viéc sinh ra mot sé lwong céac thiét bi két ndi véi
nhau. Vi vy, bao mat 1a van dé quan trong trong viéc phat trién céc thiét IoT. Trong bai bao
nay, chung t6i dé xuat mot thiét ké dé ting cudng tinh bao mat cua cac thiét bi IoT va cac
két ndi ciia né trén nén tang SoC FPGA. Trong do6, chung toi két hop bo xir Iy manh mé
ARM cung véi cac IP core c6 kha ning tuy bién linh hoat va téc d6 xir Iy manh mé trén
FPGA. Cu thé, chiing t6i da phat trién Hé thdng chit ky k¥ thuat sb trén bo mach SoC FPGA
DE10-Nano sir dung 18i bd xir Iy ARM tich hop va hai 15 IP tu phat trién hoat dong nhu bd
ddng xur 1y 1024 bit RSA va 256 bit SHA. Vé két qua dat duoc, hé théng mat ma duoc dé
xuat nhé gon nhung dat duoc hiéu suat cao ngay ca véi tan sé thip. Cu thé, cac Core ¢
DMA hoat dong & tan s6 150 MHz c6 thé dat toc d6 1200 Mbps. Ngoai ra, 161 RSA 1024-
bit va SHA 256-bit hoat dong & tan s6 50 MHz va 100 MHz c6 thong luong tuong tng 1a 25
Kbps va trén 700 Mbps.
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Abstract

Today, the 10T is one of the strongly growing fields of Industrial Revolution 4.0, thus
leading to the birth of a number of interconnected devices. Therefore, security is of utmost
importance in the development of 10T devices. In this article, we propose a design to enhance
the security of 10T devices and their connections on the SoC FPGA platforms. In it, we
combine powerful ARM processors with IP cores with flexible customization and powerful
processing speed on FPGAs. Specifically, we developed the FPGA DE10-Nano SoC
Onboard Digital Signature System that uses integrated ARM processor cores and two self-
developed IP cores that act as co-processors are 1024 bit RSA and 256-bit SHA. As for the
results, the proposed cryptosystem is compact but achieves high performance even at low
frequencies. Specifically, Core with DMA operating at 150 MHz can reach speeds of 1200
Mbps. In addition, the 1024-bit RSA and 256-bit SHA cores operate at the frequencies of 50
MHz and 100 MHz with throughputs of 25 Kbps and above 700 Mbps, respectively.
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