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Tém tit

Céc phan mém diét virus truyén thong phong chéng cac méi nguy hai may tinh bang cach
ngan chin hodc x6a nhitng tap tin bi nhiém ma doc, chu yéu dua vao dinh danh cua virus.
Mbi nguy hai tiém an va céc khai thac 16 hong zero-day ngay cang phat trién nhanh va
thong minh hon cing véi sy phat trién ctia Internet. Nhidu loai ma doc duoc ché tac theo
cach thong minh hon vé6i ndi dung bién doi, khién cho cac chuong trinh diét virus truyén
thong khong thé phat hién. Bén canh d6, co so dit liéu virus khong dugc cap nhat ciing co
thé dan tdi viée bo sot cac loai md doc moi. Hudng t6i giai quyét van dé nay, ching toi dé
xuat mot phuong phap phong chdng mdi nguy hai méi v6i cong nghé Data Sanitization,

gitip phong chéng ma doc va bao vé ngudi ding Internet.
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Abstract

Conventional antivirus software prevents threats by blocking or deleting infected
files, usually based on virus signatures matching. Unknown threats and zero-day exploits are
increasingly developing fast and wisely with the development of the Internet. Many
malwares are crafted more sophisticatedly with dynamic content in a way that antivirus
software cannot detect. Besides, systems with outdate antivirus database could also not
detect malware promptly. Tackling this problem, we introduced a new method of preventing
threats with Data Sanitization technology that can help prevent malicious threats and protect

Internet users.
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